The researchers, from USC\'s Information Sciences Institute, have announced the early results from their study, titled 'Biometric Authentication with Timeless Learner' (BATL).

The driver for BATL was the increase in spoof attacks as biometric authentication becomes widespread. To combat this, the researchers developed systems and algorithms designed to stop criminals spoofing photos or fingerprints to break into personal devices. These systems were then subjected to three weeks of testing at the independent John Hopkins Applied Physics Laboratory (APL), where a range of spoofing attacks were used to try to break them.

Using data collected from about 700 participants, APL found that the facial biometric system had a 100% accuracy rate, as it didn\'t make a single mistake in identifying attacks. The iris recognition system had an overall accuracy of 99.36% and the fingerprint recognition systems 99.08%, both figures higher than the researchers expected.

BATL is being funded under the Intelligence Advanced Research Projects Activity (IARPA) Odin programme to strengthen biometric security systems.

Project leader Wael AbdAlmageed, research associate professor at USC Viterbi\'s Department of Electrical and Computer Engineering, said: "BATL\'s goal is to create novel sensing hardware for face, fingerprint and iris biometrics that provide unconventional data sources. Our aim is to develop state-of-the-art machine learning and artificial intelligence algorithms that can quickly and accurately detect biometric attacks."

The fingerprint system developed by the BATL team was contactless, which they believe is significant for organisations using legacy fingerprint systems in the Covid-19 era.

ISI machine learning and computer vision scientist, Hengameh Mirzaalian, who worked on this element of the project, explained: "The nice thing about our fingerprint station is that it\'s touchless, making it less vulnerable to fingerprint lifting and is more desirable from the hygiene perspective. This is a super valuable feature in this Covid-19 era."

More information on BATL is provided in a post on the USC Viterbi blog.
